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1
Decision/action requested

This document removes the Editors Notes of solution #6.
2
References

[1] TR 33.737 “Study on Authentication and Key Management for Applications (AKMA) phase 2” v0.2.0
3
Rationale

The LI requirements was clarified in a join conference call with SA3-LI, so that also a further derived session key from KAF is necessary to be provided to the VPLMN. Further it needs to be ditinsguished in the HPLMN whether the VPLMN supports AKMA or not. 
The call flow is updated so that the session key is provided from the AF to the HAAnF and then further to the VPLMN, depending on the support of AKMA in the VPLMN. 
4
Detailed proposal

Start of Changes

6.6
Solution #6: AKMA roaming with VAAnF for LI

6.6.1
Introduction

This solution is addressing Key Issue #1: Support for AKMA roaming scenario, especially the scanrio when the UE is in VPLMN and trying to access the HPLMN AF.

The issue of LI for AKMA roaming was described as follows: if the UE is roaming in a VPLMN, then the UE builds up a secure tunnel to an AF in the HPLMN and since the credentials used for the encryption are based on the 3GPP derived keys, the VPLMN must be able to perform LI. This is not possible compared to GBA, where the NAF and tunnel endpoint is located in the VPLMN. 

Further it cannot be implied that the AF is always in the VPLMN for roaming scenarios, for typical deployments it can be a 3rd party AF in a data network. 

If the VPLMN needs to perform LI, then the VPLMN needs to be enhanced to store the SUPI and the encryption key e.g. with a local AAnF. It is recommended to further also only provide the KAF to the VPLMN for the service the UE is currently requesting from the AF. In case the VPLMN is not enhanced but has a strong LI requirement for AKMA, the AF should not get the KAF and should get an indication that NULL encryption has to be used.
6.6.2
Solution details

The solution proposes to introduce a VAAnF in the VPLMN in order to store the connection details of the UE roaming in that VPLMN to the AF outside that VPLMN. The differences to the normal procedures of TS 33.535 are described below. 
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Figure 6.6.2-1: Deriving KAKMA after primary authentication
Additionally to the other AKMA related parameters, the AUSF provides also the SN name to the AAnF in the HPLMN in step 4. The SN name is later used to determine whether the Ue is roaming and to select an appropriate AAnF in the VPLMN (VAAnF) for storing the AKMA connection details.
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Figure 6.6.2-2: KAF generation from KAKMA and provisioning to VPLMN
In step 3, the HAAnF derives the AKMA Application Key (KAF) from KAKMA if it does not already have KAF. 

In step 4, the HAAnF provides the KAF and the KAF expiration time together with the SUPI of the UE to the AF according to the AKMA procedure.AF .
In step 5, the AF sends an Application Session Establishment Response to the UE according to the AKMA procedure.

In step 6, the UE and the AF may perform an additional key derivation from KAF in order to generate a session key KSession which is used to protect the application session between UE and AF. The key derivation is depending on the protocol used on the Ua* interface between UE and AF. 

In step 7, after the session establishment, the AF provides the KSession key to the HAAnF in an Naanf_AKMA_SessionKey_Push_Request. This request may be sent with each refresh of the KAF or KSession of the Ua* protocol. 

In step 8, the HAAnF acknowledges the request with an Naanf_AKMA_SessionKey_Push_Response.

In step 9, the HAAnF detects based on the SN name that the UE is roaming and if the VPLMN has AKMA LI enhancements. The VPLMN AKMA capabilities and policies may be configured in the HAAnF and may be based on SLAs. Based on the AKMA support in the VPLMN, policies or SLAs, the HAAnF selects either the NEF of the VPLMN (continues with step 10a) or the VAAnF (continues with step 10b). 

VPLMN does not support AKMA:
In step 10a, The HAAnF sends a Nnef_AKMA_ApplicationKey_Provisioning_Request to the NEF in the VPLMN. The request contains the full security context for LI of the UE for this AKMA session, i.e. A-KID, AF_ID, SUPI, KAF, KAF expiration time, KSession. 

In step 11a, the NEF acknowledges the request with a Nnef_AKMA_ApplicationKey_Provisioning_Response. 

In step 12a, the NEF selects an appropriate NF in the VPLMN that is configured to store the LI security context for the inbound roaming UE. 

In step 13a, the NEF sends the Nnf_AKMA_ApplicationKey_Provisioning_Request to the selected NF in the VPLMN including the LI security context.

In step 14a, the NF stores the LI security context for potential LI request in the VPLMN. The NF may delete the LI security context after expiration of KAF. In case of KAF or KSession key refresh, the NF needs to be informed about the new key with the same procedure.

In step 15a, the NF acknowledges the LI security context with a Nnf_AKMA_ApplicationKey_Provisioning_Response.

VPLMN supports AKMA
In step 10b, the HAAnF provides the KAF and the KAF expiration time together with the SUPI of the UE and the session key KSession to the VAAnF in the VPLMN for storing the AKMA LI context. The VAAnF acknowledges the request in step 11b. 



6.6.3
Evaluation

TBD
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